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Précis:

Provides a maintenance interface to a Handle persistent identifier server used by the Australian research community, allowing Handles to be generated and modified.

Description

The “Identify My Data” service (IMD)
 from the Australian National Data Service (ANDS)
 provides the Australian research community with a centralized persistent identifier service. It is a realisation of the PILIN SUM
, providing an interface to persistent identifier resolution, allocation and maintenance. The underlying persistent identifier service is Handle
, with a custom maintenance layer provided through HTTP web services. Full details of the Identify My Data service are provided at http://ands.org.au/guides/persistent-identifiers-working.pdf.

This description is a draft, and should not be taken as normative of IMD behaviour: the reader is referred to ANDS for the most current documentation of the service, and the service offerings are subject to change.

Business Process Modelling

Two business processes are supported, classified as follows under the PILIN model:

· “Identifier Usage”: Identifier resolution
· “Identifier Management”: Register identifiers, Update identifiers. The Publish Identifiers process is supported implicitly.

The “Provisioning processes” are not supported through a service interface.

Identifier resolution

Handles allocated by IMD are intended to be published almost anywhere: on the web, in paper publications, in emails, in grant applications. Therefore the end users of the resolution service can include anyone online likely to access resources identified in the Australian research community.

Register Identifiers

Registering, or “minting” new identifiers happens in two use cases.

· Automatic minting allows a computer system, such as the ARCS Data Fabric,
 to allocate identifiers automatically. This could take place every time a certain kind of item is created (such as when a new experiment is registered in TARDIS
 ), or in response to user request (as in the ARCS Data Fabric – files only receive identifiers upon the user clicking a button). Automatic minting consumes the services exposed in this SUM.

· Manual, or “self-service” minting lets users allocate individual identifiers through a web interface. This lows the barrier to participation, but is inefficient for bulk creation of identifiers. The web interface is an application built using the services described here, and so is not described separately. 

ANDS policy is that Automatic minting should be used.

Update Identifiers

This process is already described in the PILIN SUM.

Publish Identifiers

Identify My Data does not distinguish between “published” or “private” identifiers. All registered identifiers are immediately accessible by the outside world.
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When to Use the SUM

Usage Scenarios [optional]

Scenarios 6.1 and 6.3 of the PILIN SUM are supported. One typical scenario, involving the ARCS Data Fabric, is as follows:

1. User uploads a file to the ARCS Data Fabric and shares it with his research group.

2. The file looks as though it may become referred to in the future, so they click a button to request a persistent identifier.

3. The user interface presents a dialogue for confirmation, explaining the consequences of allocating an identifier. The user confirms.

4. The ARCS software uses the machine interface to request a persistent identifier, providing the external URL to the file. It now stores this association. That is:

a. ANDS stores an association between the persistent identifier and the external URL at ARCS

b. ARCS stores an association between the file, and the persistent identifier. (Note that ARCS’ internal behaviour is out of scope of this SUM.)

5. The user now passes out the persistent identifier URL, encouraging others to use it instead of the previous URL.

6. Later, the user moves or renames the file within the ARCS Data Fabric. The software automatically performs an update operation on the ANDS Identify My Data service, so that the persistent identifier now resolves to the new file location,
.

7. If the user wishes to move the file out of the ARCS Data Fabric entirely, they click a button in the interface, providing the new URL. ARCS again performs an update on the ANDS service. The file and persistent identifier are now beyond the scope of ARCS.

Applicability [optional]

This SUM describes a particular application deployed by a particular organisation, and is this not directly applicable elsewhere. However, the general principles of a service interface to Handle server may prove useful.

How the SUM Works

Functionality

Functionality is provided through three distinct interfaces:

· Handle proxy server: HTTP human-readable service

· “Machine-to-machine” (M2M) interface (web services)

· “Self-service”: HTTP human-readable service

The ANDS functions outlined here are more coarse-grained than the services described in the PILIN SUM: the ANDS functions are modelled here as orchestrating the PILIN SUM services.

All M2M services are accessed by submitting an XML request through HTTP POST. Each request (except getHandle() ) must contain an ANDS-issued “AppID” string: this string serves to authenticate the client, in conjunction with the client’s registered IP address. An XML response is issued, indicating success or failure, and other requested information.

Full details are here: http://services.ands.org.au/documentation/pids/pids_text.pdf
Create and Register New Identifer (M2M):

Corresponding PILIN SUM Business Process: “Register Identifier”, “Publish identifier”

This process is supported by the mint() request.

mint()

Parameters:

· type: “DESC” or “URL”
· value: <URL of experiment>
Within the PILIN framework, the supporting services behave as follows:

	Supporting service
	Behaviour

	Generate
	Labels are integers allocated in ascending order. All service consumers share the same namespace.

	Add
	Identifiers are added to a Handle server storage. The handle itself serves as the “access label” for the Add service genre.

	Authenticate
	See section “Security and authentication”.

	Authorise
	All authenticated service consumers may create identifiers. Deciding which users from a domain should be authenticated to start with is a policy issue determined beforehand.


Update Identifier (M2M)

Corresponding PILIN SUM Business Process: “Update Identifier”

Updating an identifier includes adding new associated values, modifying existing values, or deleting values: addValue(), modifyValueByIndex() and deleteValueByIndex() respectively. Under Handle, each value associated with a Handle record has its own index, a distinct integer identifying it. The label of the identifier cannot, of course, be modified.

addValue()

Parameters:

· handle: <handle to be modified>
· type: “DESC” or “URL”
· value: <the value to add>
modifyValueByIndex()

Parameters:

· handle: <handle to be modified>
· index: <index of the value to modify>
· value: <the new value>
deleteValueByIndex()

Parameters:

· handle: <handle to be modified>
· index: <index of the value to modify>
Within the PILIN framework, the supporting services behave as follows:

	Supporting service
	Behaviour

	Update
	Add, modify, or remove associated information, as required by the request.

	Authenticate
	See section “Security and authentication”.

	Authorise
	All authenticated service consumers may modify identifiers previously created by them.


List identifiers (M2M)

This function is supported by the listHandles() request. It returns a list of identifiers created by the consumer.

Parameters: None.

Within the PILIN framework, the supporting services behave as follows:

	Supporting service
	Behaviour

	Search
	Retrieves all items created by the consumer. No further filtering is supported.

	Authenticate
	See section “Security and authentication”.

	Authorise
	Service consumers may only see information about identifiers created by them.


Security and authentication (M2M)

All M2M services are restricted to pre-approved users. This is enforced by two means concurrently:

· IP whitelisting: connections are only accepted from IPs on a “whitelist”. Consumers provide this IP at the time of registration.

· Application ID: service requests must contain the ANDS-generated “appID” corresponding to their IP.

Resolve identifier (Handle Proxy)

Resolution of identifiers is supported by the standard Handle Proxy server, directly exposed to end users. This means users can use any Handle Proxy server as an endpoint for resolution, such as hdl.handle.net. 

The Handle Proxy server can be used through a web interface, with the Handle to be resolved submitted through a form. Alternately, the Handle can be appended to the URL of the Handle Proxy server; e.g. http://hdl.handle.net/100.101.100/12 will resolve the Hande 100.101.100/12 . See http://www.handle.net/rfcs.html for further details.
In the PILIN framework, the behaviour of the service is as follows:

	Supporting service
	Behaviour

	Resolve
	Given an identifier, returns by default an HTTP redirect to the first value of type URL, if any. Other resolution information can be viewed through the proxy web form, but not through the URL interface.

	Authenticate
	No authentication is required.

	Authorise
	Anyone can perform a request.


Structure & Arrangement

<Outline the services, data sources and coordination that underlie all the individual functionalities in the Service Usage Model. Describe how the functions are integrated at the service level as a whole system.>

Using the SUM

Design Decisions & Tradeoffs [optional]

<Describe the decisions involved in designi;;ng the Service Usage Model. Limit the discussion to the design of the overall Service Usage Model; do not discuss internal details of the services or specific applications.>

Implementation Guidance & Dependencies [optional]

<Describe all anticipated issues that may affect the implementation of applications that use the Service Usage Model, such as the organisation, performance, behaviours, representations and policies.>

Cross Reference Information

Applicable Standards [optional]

<List the standards that pertain to the functionality of the Service Usage Model as a whole; provide the name, version and citation link (to the JISC Standards Catalogue
 if possible). Note any conformance requirements and extensions.>

Known Uses [optional]

The ANDS Identify My Data service is available as follows:

· The management services are at https://services.ands.org.au:8443/pids/ . Note that, as described, the system uses IP whitelisting for security, so it is inaccessible to unauthorised users.

· The “self-service” interface is at https://services.ands.org.au/home/login.php?logout=logout&page=/home/pids/ . Credentials from the Australian Access Federation (AAF)
 may be used.



The following services are known to be dependent on Identify My Data. This list will likely grow rapidly.

· TARDIS (http://tardis.edu.au) allocates identifiers to all uploaded crystallography datasets. It is described in the TARDIS SUM.

· ARCS Data Fabric (http://www.arcs.org.au/products-services/data-services/arcs-data-fabric-start-here) allocates identifiers to files upon user request. 

Related SUMs [optional]

· Searchable Collection SUM

Data Sources Used

· Identifiers: Contains the identifiers: labels, and their association with items such as URLs, and other metadata.
Services Used

· Generate

· Add

· Authenticate

· Authorise

· Update

· Search

· Resolve

About the SUM

Classification

	To be provided by the submitter:

	SUM Type
	[X] Domain
	[ ] CORE (a commonly recurring SUM; designation requires e-Framework Integrity Group approval)

	Domain(s)
	[ ] Learning &
    Teaching
	[X] Research
[ ] Libraries
	[ ] Administration
[ ] IT Services
	[ ] Common

	Maturity
	[X] Immature
	[ ] Mature
	
	

	Purpose(s)
	[ ] Exemplar
	[X] Application
	[ ] Modelling
	[ ] Toolkit

	XOR (exclusive “or”)
	[ ] Service Genres
	[X] Service Expressions
	

	Development Status
	[ ] Proposed
	[ ] Developmental
	[ ] Prototype
	[X] Production

	Deployment Scale
	[X] Isolated
	[ ] Ubiquitous
	
	

	State Behaviour
	[X] Stateful
	[ ] Stateless
	
	

	Transactional Behaviour
	[X] Transactional
     and ACID
	[ ] Transactional
     but Non ACID
	[ ] Non-Transactional

	Batch Behaviour(s)
	[X] Individual
	[ ] Batch
	
	

	Time-Constraint Behaviour
	[ ] Hard Real Time
	[X] Soft Real Time
	[ ] None
	

	Service End Point
	[X] Provider
	[ ] Requestor
	[ ] Transcoder (both requests 
     and provides)

	Authentication/
Authorization Dependency
	[X] Auth-Dependent
	[ ] Auth-Independent
	

	Protocol Binding(s) (only applies to service expression-based SUMs)
	[ ] Web Service
[ ] SOAP
	[ ] REST
[ ] HTTP
	[ ]Other 
	

	To be determined by the e-Framework:

	Status
	[ ] Approved
	[ ] Placeholder
[ ] Unapproved
	[ ] Superseded
[ ] Withdrawn
	

	Confidence Level
	[ ] High 
	[ ] Medium
	[ ] Low
	


Notation [optional]
<List and explain the conventions and terminology used that are essential for understanding the rest of the Service Usage Model description. A complete list should be included in Terms (below).>

Terms [optional]
<List and define the domain-specific terms used in documenting the Service Usage Model.>

References [optional]
<List references and bibliographic citations to works needed to understand the Service Usage Model.>

Derivation History

<Include requested information about all versions of this document.>

	Version 
	Date
	Author
	Description
	Organisation / Project

	1.0
	2010-01-22
	Steve Bennett
	Initial Draft
	Link Affiliates

	
	
	
	
	

	
	
	
	
	


Intellectual Property, Licensing & Attribution Information

<Provide appropriate copyright and attribution information; see the website for published examples. Type text as it is to be displayed.>

Version of Template Used:  v7.5
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Licensed under a Creative Commons Attribution-ShareAlike 2.5 licence

http://creativecommons.org/licenses/by-sa/2.5/au/
Notes about Preparing and Submitting a SUM Description

For guidance in preparing the SUM description:

· Making Submissions Overview
http://www.e-framework.org/Default.aspx?tabid=608
· Instructions for completing this template
http://www.e-framework.org/Default.aspx?tabid=715
· SUM Elements 
http://www.e-framework.org/Default.aspx?tabid=745
When you are ready to submit the SUM description:

· Intellectual Property Rights statement
http://www.e-framework.org/Default.aspx?tabid=738
· Online Submission Form
http://www.e-framework.org/Default.aspx?tabid=686
For further assistance:

· e-Framework editor
editor@e-framework.org
� http://ands.org.au/services/identify-my-data.html


� http://www.ands.org.au


� � HYPERLINK "http://www.e-framework.org/Default.aspx?tabid=1018" �http://www.e-framework.org/Default.aspx?tabid=1018�


� � HYPERLINK "http://www.handle.net" ��http://www.handle.net�


� http://www.arcs.org.au/products-services/data-services/arcs-data-fabric-1/arcs-data-fabric


� http://tardis.edu.au/


� As of November 2009, this feature was in development.


�  JISC Standards Catalogue:� HYPERLINK "%20http://standards-catalogue.ukoln.ac.uk/index/JISC_Standards_Catalogue" �� http://standards-catalogue.ukoln.ac.uk/index/JISC_Standards_Catalogue�


� http://www.aaf.edu.au/





�This goes elsewhere, presumably functionality
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