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e-Framework Service Usage Model Name

Provide a simple, informative name for the Service Usage Model (SUM).

· Name: OpenID
· Alternative Names: <Alternative names>

Version

Provide the e-Framework Service Usage Model Version for this description.

· <Version number>

Version History

Include requested information about all versions of this document.

	Version 
	Date
	Author
	Description
	Organization / Project

	1.0
	
	Lyle Winton
	Initial Draft
	

	1.1
	
	Simon Porter
	Initial Draft
	

	
	
	
	
	


Rationale


Briefly summarise the intended use of the SUM; justify including it in the e-Framework.

To outline the process and elements involved in OpenID 1.0 identity and authentication.  This SUM may be compared with other identity and access management SUMs.

Classification

Type an “X” in the brackets next to the most appropriate choice for each category. Required categories are shown in Bold; any non-required categories that are not used may be deleted. 

	To be provided by the submitter:

	SUM Type
	[ ] Domain
	[ ] CORE (a commonly recurring SUM; designation requires e-Framework Integrity Group approval)

	Domain(s)
	[ ] Learning &
    Teaching
	[ ] Research
[ ] Libraries
	[ ] Administration
[ ] IT Services
	[ ] Common

	Maturity
	[ ] Immature
	[ ] Mature
	
	

	Purpose(s)
	[ ] Exemplar
	[ ] Application
	[ ] Modelling
	[ ] Toolkit

	XOR (exclusive “or”)
	[ ] Service Genres
	[ ] Service Expressions
	

	Development Status
	[ ] Proposed
	[ ] Developmental
	[ ] Prototype
	[ ] Production

	Deployment Scale
	[ ] Isolated
	[ ] Ubiquitous
	
	

	State Behaviour
	[ ] Stateful
	[ ] Stateless
	
	

	Transactional Behaviour
	[ ] Transactional
     and ACID
	[ ] Transactional
     but Non ACID
	[ ] Non-Transactional

	Batch Behaviour(s)
	[ ] Individual
	[ ] Batch
	
	

	Time-Constraint Behaviour
	[ ] Hard Real Time
	[ ] Soft Real Time
	[ ] None
	

	Service End Point
	[ ] Provider
	[ ] Requestor
	[ ] Transcoder (both requests 
     and provides)

	Authentication/
Authorization Dependency
	[ ] Auth-Dependent
	[ ] Auth-Independent
	

	Protocol Binding(s) (only applies to service expression-based SUMs)
	[ ] Web Service
[ ] SOAP
	[ ] REST
[ ] HTTP
	[ ]Other 
	

	To be determined by the e-Framework:

	Status
	[ ] Approved
	[ ] Placeholder
[ ] Unapproved
	[ ] Superseded
[ ] Withdrawn
	

	Confidence Level
	[ ] High 
	[ ] Medium
	[ ] Low
	


Notation [optional]

List and explain the conventions and terminology used that are essential for understanding the rest of the Service Usage Model description. A complete list should be included in Terms (below).

	Term
	Definition

	End Users
	users having an OpenID identifier with which to authenticate to multiple sites.

	OpenID 
	URL or URI – the end user’s identifier. (or an XRI in the proposed OpenID version 2.0).  


	Identity Provider (IdP)
	registers OpenID URLs, provides OpenID authentication, and possibly other identity services.

	Relying Party (RP)
	an OpenID-enabled site, accepts OpenID identifiers from users for access to local resources

	Identity Consumer or Consumer
	relying party

	Server or Server-Agent
	the server that verifies the end user's identifier. The identity provider server.  This may be the end user's own server (such as their blog), or a server operated by an identity provider

	User-Agent
	The program (such as a browser) that the end user is using to access an identity provider or a relying party.


Description

Write an informal, non-technical narrative describing what the Service Usage Model does and how it does it: the problem it addresses and its intended function, business-level capabilities and basic workflow.

OpenID is a decentralized digital identity system, in which any user's online identity is given by URI such as for a blog or a home page (or an XRI in the proposed version 2.0).  The identity URI can be verified by any server running the protocol.

OpenID was originally developed by Brad Fitzpatrick of LiveJournal.  It is one of a family of protocols supported by Light-Weight Identity (LID), Sxip, and Yadis.  It is intended to be one of many protocols supported by projects to integrate the use and consumption of identity systems (eg. CardSpace).

On OpenID-enabled sites, internet users don't need to create and manage a new account for every site before being granted access.  Instead, they only need to be able to authenticate with a single site that supports OpenID, called the identity provider (IdP), sometimes called an i-broker.  (The user can have multiple identity providers if desired.)  The identity provider can then confirm ownership of the user's OpenID identifier to other OpenID-enabled sites, called relying parties (RPs).  OpenID does not specify the authentication mechanism.

Business Process Modelling

Summarise the business analysis motivating the Service Usage Model and provide a link to the full analysis. Then outline the business function(s) and process(es) that the Service Usage Model supports to provide context for its Functionality, but do not go into detail about system functions, services or workflows.
The Primary Business Model for OpenID is Authentication.

Users may prefer to authenticate with OpenID, because it:

· Allows a user to own their own identity

· Users can maintain a single username and password for use across multiple sites

· OpenID can be used to build reputation across multiple sites

· OpenID can be used instead of email addresses to provision collaboration spaces (such as Sourceforge)

Service Providers may choose to use OpenID as an authentication mechanism because it:

· Allows authentication to be devolved

· OpenID may reduce, or eliminate ‘comment span’  

· Users may not want to create another account

SUM Diagram
Provide a diagram that is similar to the Generic SUM diagram

 used on the e-Framework website. Include only the SUM diagram here; the narrative explaining the diagram belongs in “Structure & Arrangement”. When submitting this completed document, also upload the diagram graphics as a separate file, or combine the file with this document to upload as a ZIP file.
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Usage Scenarios [optional]
Briefly describe one or more applications that use the Service Usage Model or give examples of  business scenarios that use the SUM’s workflows.

A website, such as example.com, enables OpenID logins for its visitors and places a login form somewhere on their web site or pages.  There is only one field, the OpenID identifier.  If a user named Alice wants to log in to example.com using her OpenID identifier alice.OpenID-provider.org that she has registered with the identity provider OpenID-provider.org, she simply types her identifier in the OpenID login field.

The relying party example.com then communication with the identity provider OpenID-provider.org, without the user's knowledge.

If Alice has told her identity provider to trust example.com and she has authenticated with her identity provider OpenID-provider.org , the identity provider responses to example.com with Alice’s credentials and then she is logged in.  Otherwise Alice is redirected to the identity provider to login (with username and password), she specifies whether she trusts example.com , and is then redirected back to example.com with her credentials and is logged in.

If Alice cannot authenticate (login) with her identity provider OpenID-provider.org as the owner of alice.OpenID-provider.org then the relying party example.com does not allow her to login with that OpenID identifier.  The same applies if Alice specified to her identity provider that she does not trust example.com . and example.com then displays a message prompting Alice to login to OpenID-provider.org and suggesting she mark example.com as a trusted site.

Applicability [optional]
Provide a detailed explanation about how and when the Service Usage Model is to be used or not used; include specific constraints and assumptions.

Federated identity is the concept where a number of independent identity providers are each able to accurately assert claims that they know about a person.  Relying parties are able to trust (to a degree) the information provided by this federated identity.  OpenID is not a federated identity system.  OpenID places the trust on the owner of the OpenID URL, the one who has write access to contents at that URL.  The trust is on the OpenID owner to provide their own identity, which is the case for many existing applications on the web such as blogs, wikis, free web-mail, e-bay.

It is generally accepted that OpenID is a simple identity system that uses a simple trust model.  In fact OpenID claim that it is not a "trust system" at all.  Any trust between identity providers and relying parties must be established out of the OpenID system.

In the opinion of Kim Cameron, a recognised identity expert, OpenID is best used for systems and transactions that will not attract criminal actions or where the consequences of actions are not critical.  Common examples are public access blogs and wikis.  It is not recommended for those systems where criminal actions are more of an issue.  It should not replace strong cryptography based approaches in which there is a critical need for trusted authorities and reliable identity assertions.  These include approaches such as PKI, SAML or Kerberos where the root of trust is the identity provider.  However, it is recognised that establishing and operating communities of trust in such approaches comes at a cost (policy, registration, federation trust, operation, distribution of keys).  As OpenID does not attempt to address trust it is easier to implement at the global level, that is whole of internet.

Functionality

Outline the individual system functions that the Service Usage Model provides in terms of messages, data (documents) and steps within the individual functions; include constraints and conditions but do not include implementation-specific information. If appropriate, include an illustration of how the functions work together via their related data and processes.

Submit Identifier

A user submits an OpenID identifier that they own to a Web Service (Relying Party). The identifier can either be in the form of a URL or an XRI (version 2.0).

Get OpenID Document

The Web Service (Relying Party) uses the identifier supplied by the user to look up the location of the users OpenID document. The document contains enough information to specify:

· the location of the user’s identity provider

· the local identifier that the user has registered with the identity provider

· the version of the OpenIDentity protocol used

Redirect to Identity Provider

Having looked up the location of the user’s identity provider, the Web Service redirects the user to the identity provider. The redirect contains enough information for the identity provider to redirect the user back to the web service once the user has authenticated.

Authenticate

The user authenticates with their Identity Provider

Determine if Web Service is trusted

Once the user has authenticated, if the user has not used the web service (Relying Party) before, they are asked if the Web service that has initiated the authentication is trusted. 

Return to Web Service with identity claim

If a user has successfully authenticated, and indicated that they trust the Web Service (Relying Party), the user-agent is redirected back to the Web Service. The redirection also contains an identity claim supplied by the identity provider. The identity claim includes an opaque handle for user, along with an encrypted secret.

Verify identity claim

When the Web Service receives the identity claim from the user agent, the web service verifies that the identity claim is valid by submitting the opaque handle along with the encrypted secret back to OpenID provider for validation. Alternatively, the Web Server may keep a cached copy from a previous visit from that user, if the details match the cached copy, then it isn’t necessary to go back to the OpenID provider 

Structure & Arrangement

Outline the services, data sources and coordination that underlie all the individual functionalities in the Service Usage Model. Describe how the functions are integrated at the service level as a whole system.
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Applicable Standards [recommended]
List the standards that pertain to the functionality of the Service Usage Model as a whole; provide the name, version and citation link (to the JISC Standards Catalogue

 if possible). Note any conformance requirements and extensions.

<type text here>

Design Decisions & Tradeoffs [optional]
Describe the decisions involved in designing the Service Usage Model. Limit the discussion to the design of the overall Service Usage Model; do not discuss internal details of the services or specific applications.

<type text here>

Implementation Guidance & Dependencies [optional]
Describe all anticipated issues that may affect the implementation of applications that use the Service Usage Model, such as the organisation, performance, behaviours, representations and policies.

<type text here>

Known Uses [optional]
List the known implementations or uses of the Service Usage Model by any applications or systems. List other Service Usage Models that incorporate, use or are dependent on this Service Usage Model.

The OpenID directory provides a list of OpenID Identity Providers and Services that make use of OpenID.

http://openiddirectory.com/ 

Data Sources Used

Provide the names and descriptions of all data sources used in the Service Usage Model.

<type text here>

Related SUMs [optional]
List the names and versions of other Service Usage Models that are used within this Service Usage Model to build the functionality.

<type text here>

Services Used

List the names and versions of the Service Genres XOR Service Expressions that this Service Usage Model is based on.

<type text here>

CORE SUMs Used [recommended]
List the names and versions of all Commonly Recurring (CORE) SUMs that this Service Usage Model is based on.

<type text here>

References

List references and bibliographic citations to works needed to understand the Service Usage Model.

· http://www.identityblog.com/ 

· http://openid.net/wiki/index.php/Introduction 

· http://openid.net/about.bml 

· http://en.wikipedia.org/wiki/OpenID 

Terms [optional]
List and define the domain-specific terms used in documenting the Service Usage Model.

<type text here>

 SHAPE  \* MERGEFORMAT 



This SUM is licensed under:

Creative Commons Attribution-NonCommercial-ShareAlike 2.5 licence

http://creativecommons.org/licenses/by-nc-sa/2.5/au/
Submitting the Service Usage Model Description 

For additional guidance in preparing the Service Usage Model description, refer to Guidelines for Submitting a Service Usage Model to the e-Framework
 and the technical definitions of the Service Usage Model Description Elements.
 For further assistance, contact the e-Framework editor at: editor@e-framework.org

Prior to submitting the description, please read the e-Framework Intellectual Property Rights statement.
 Also add your information to the copyright statements in the footer of this template. 

By submitting this document, you agree to contribute this document under the Creative Commons Attribution-NonCommercial-ShareAlike 2.5
 licence. 

When you have completed the Service Usage Model description, go to the Submit SUMs
 page at 
www.e-framework.org. Click on “Upload your submission” and follow the directions.

�  See definitions of the Service Usage Model Classification Scheme categories and their allowable choices at:�   � HYPERLINK "http://www.e-framework.org/Services/ServiceClassificationScheme/ClassificationSchemeForSUMs/tabid/817/Default.aspx" ��http://www.e-framework.org/Services/ServiceClassificationScheme/ClassificationSchemeForSUMs/tabid/817/Default.aspx�


�  Generic Service Usage Model Diagram: � HYPERLINK "http://www.e-framework.org/Default.aspx?tabid=760" ��http://www.e-framework.org/Default.aspx?tabid=760�


�  JISC Standards Catalogue:� HYPERLINK "%20http://standards-catalogue.ukoln.ac.uk/index/JISC_Standards_Catalogue" �� http://standards-catalogue.ukoln.ac.uk/index/JISC_Standards_Catalogue�


� Guidance for using this template:  � HYPERLINK "http://www.e-framework.org/SUMs/SubmitSUMs/tabid/715/Default.aspx" ��http://www.e-framework.org/SUMs/SubmitSUMs/tabid/715/Default.aspx�


� Service Usage Model Element Definitions:  �HYPERLINK "http://www.e-framework.org/Services/SUMs/SUMElements/tabid/745/Default.aspx"��http://www.e-framework.org/Services/SUM/SUMElements/tabid/745/Default.aspx�


� Intellectual Property Rights Statement:  � HYPERLINK "http://www.e-framework.org/About/Policies/tabid/611/Default.aspx" ��http://www.e-framework.org/About/Policies/tabid/611/Default.aspx�


� Creative Commons:  � HYPERLINK "http://creativecommons.org/licenses/by-nc-sa/2.5/au/" ��http://creativecommons.org/licenses/by-nc-sa/2.5/au/�


� Submit Service Usage Model template:  � HYPERLINK "http://www.e-framework.org/SUMs/SubmitSUMs/tabid/715/Default.aspx" ��http://www.e-framework.org/SUMs/SubmitSUMs/tabid/715/Default.aspx�
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