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e-Framework Service Usage Model Name

Provide a simple, informative name for the Service Usage Model (SUM).

· Name: UQ Secure Annotation Service Usage Model
· Alternative Names: <Alternative names>

Version

Provide the e-Framework Service Usage Model Version for this description.

· <Version number>

Version History

Include requested information about all versions of this document.

	Version 
	Date
	Author
	Description
	Organization / Project

	
	
	Simon Porter
	Initial Draft (not verified for accuracy)
	

	
	
	
	
	

	
	
	
	
	


Rationale


Briefly summarise the intended use of the SUM; justify including it in the e-Framework.

The annotation of research outputs a secure online collaborative environment is an important scholarly activity, for which standard practices are yet to emerge. The service usage model for the collaborative Annotation of 3D Crystollographic Models is an important exemplar for this kind of activity, as it takes a standards based approach to creating and retrieving annotations (Annotea), and extends its use into an authenticated eResearch environment. Whilst the annotation of crystallographic models would seem a highly discipline specific activity, this SUM is intended to inform the use of the much more generic service behind the use case, that of the UQ Secure Annotation Server.
Existing Documentation. 

To a large extent this document is a compilation of existing material on the UQ Secure Annotation Server, and is based on the following primary documents:
· Hunter, J, Henderson M, and Khan, I “Collaborative Annotation of 3D Crystallographic Models” in J. Chem. Inf. Model., 2007,  10.1021/ci700173y
· User documentation for the secure annotation service: http://www.dart.edu.au/workpackages/aa/aa2userdocumentation.pdf 
· Annotea Protocol: http://www.w3.org/2001/Annotea/User/Protocol.html 
· I, Khan, R. Schroeter, and J. Hunter, "Implementing a Secure Annotation Service," in IPAW06, Chicago 2006. 
Classification

Type an “X” in the brackets next to the most appropriate choice for each category. Required categories are shown in Bold; any non-required categories that are not used may be deleted. 

	To be provided by the submitter:

	SUM Type
	[ ] Domain
	[ ] CORE (a commonly recurring SUM; designation requires e-Framework Integrity Group approval)

	Domain(s)
	[ ] Learning &
    Teaching
	[ ] Research
[ ] Libraries
	[ ] Administration
[ ] IT Services
	[ ] Common

	Maturity
	[ ] Immature
	[ ] Mature
	
	

	Purpose(s)
	[ ] Exemplar
	[X] Application
	[ ] Modelling
	[ ] Toolkit

	XOR (exclusive “or”)
	[ ] Service Genres
	[ ] Service Expressions
	

	Development Status
	[ ] Proposed
	[ ] Developmental
	[ ] Prototype
	[ ] Production

	Deployment Scale
	[ ] Isolated
	[ ] Ubiquitous
	
	

	State Behaviour
	[ ] Stateful
	[ ] Stateless
	
	

	Transactional Behaviour
	[ ] Transactional
     and ACID
	[ ] Transactional
     but Non ACID
	[ ] Non-Transactional

	Batch Behaviour(s)
	[ ] Individual
	[ ] Batch
	
	

	Time-Constraint Behaviour
	[ ] Hard Real Time
	[ ] Soft Real Time
	[ ] None
	

	Service End Point
	[ ] Provider
	[ ] Requestor
	[ ] Transcoder (both requests 
     and provides)

	Authentication/
Authorization Dependency
	[ ] Auth-Dependent
	[ ] Auth-Independent
	

	Protocol Binding(s) (only applies to service expression-based SUMs)
	[ ] Web Service
[ ] SOAP
	[ ] REST
[ ] HTTP
	[ ]Other 
	

	To be determined by the e-Framework:

	Status
	[ ] Approved
	[ ] Placeholder
[ ] Unapproved
	[ ] Superseded
[ ] Withdrawn
	

	Confidence Level
	[ ] High 
	[ ] Medium
	[ ] Low
	


Notation [optional]

List and explain the conventions and terminology used that are essential for understanding the rest of the Service Usage Model description. A complete list of terms should be included in the Glossary (below).

No specific conventions or terminology are used in this document.
Description

Write an informal, non-technical narrative describing what the Service Usage Model does and how it does it: the problem it addresses and its intended function, business-level capabilities and basic workflow.

This document describes the Service Usage Model for the AnnoCryst system – a tool that was designed to enable authenticated collaborations to share online discussions about 3D crystallographic structures through the asynchronous attachment, storage and retrieval of annotations.[1]
Business Process Modelling

Summarise the business analysis motivating the Service Usage Model and provide a link to the full analysis. Then outline the business function(s) and process(es) that the Service Usage Model supports to provide context for its Functionality, but do not go into detail about system functions, services or workflows.
The following business processes are documented in Hunter, J et al, Collaborative annotation of 3d Crystallographic models

· Annotate a crystallographic model 
· Browse search and retrieve Annotations of crystallographic models
· Asynchronously Share Annotations with an Authenticated User group 
· Synchronously Share Annotations with an Authenticated User group (with simultaneous audio/video conferencing)

· Respond/reply upon the annotations of others associated with a crystallographic model within an authenticated user group

· Compare annotations associated with several crystallographic structures simultaneously.
· Allow the harvesting of crystallographic annotations, to allow the public presentation of commentary available to the broader crystallography community, via the existing Protein Databank Web search interface.
SUM Diagram
Provide a diagram that is similar to the Generic SUM diagram
 used on the e-Framework website. Include only the SUM diagram here; the narrative explaining the diagram belongs in “Structure & Organisation”. When submitting this completed document, also upload the diagram graphics as a separate file, or combine the file with this document to upload as a ZIP file.
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Usage Scenarios [optional]
Briefly describe one or more applications that use the Service Usage Model or give examples of  business scenarios that use the SUM’s workflows.

Usage scenario from[1] Hunter, J et al, Collaborative Annotation of 3D Crystallographic Models

The Protein crystallography group at the IMB is collaborating with the structural genomics team at the School of Molecular Sciences on a joint project that aims to solve the 3D structure of specific proteins in order to better understand their function and interaction with other proteins. A student, jointly supervised by the research leaders of both groups, has been attempting to solve the crystal structure of oxidised DSBA (disulphide bond formation protein) (1A2J) and to compare it with the reduced DSBA crystal structure (1A2L) which has already been solved, published and uploaded to the Protein Data bank. The student stores the draft mmCIF, renders it using the Jmol plug-in and attaches annotations (queries and comments) to those features of interest of in question and saves the annotations to the local annotation sever. The default access policy specifies that her group can list the annotations and they are read-only. An RSS feed is automatically sent to the team members notifying them of the new mmCIF file and associated annotation. Her supervisor receives the notification, logs-on to AnnoCryst and views the draft 1A2 structure (via Jmol) and associated annotations which are listed in an annotation side-bar embedded in the browser. As he clicks on each of the students’ annotations, the structure rotates and zooms to the optimum view and highlights the annotated segment and displays the annotation. The supervisor can then create new annotations that respond to the students queries. As the supervisor responds to each annotation, his responses are stored on the server and displayed in the side-bar juxtaposed below the original annotation – however these may be edited to restrict access to individual members of the team (e.g., just the student and co-supervisor). Using the browser, the supervisor is also able to search the Protein Data Bank to locate, retrieve and view the related 1A2L structure – alongside 1A2J to enable comparison and add a link to this as one of his annotations. Each time a new annotation is attached, an RSS feed is sent to the student (as well as other team members who have subscribed and have access) notifying her that responses to her queries have been posted on the annotation server. 

Applicability [optional]
Provide a detailed explanation about how and when the Service Usage Model is to be used or not used; include specific constraints and assumptions.

Most of this service Usage model can be applied to the secure annotation of any document that is accessible via the web.
Functionality

Outline the individual system functions that the Service Usage Model provides in terms of workflows, messages, and data (documents); include constraints and conditions but do not include implementation-specific information. If appropriate, include an illustration of the workflows, related data and processes.
The functionality described below is described in detail from a user perspective as part of the user documentation [2] of the DART @ UQ Secure Annotation Server and Sidebar project (AA2).
 
User Environment
Annotations are created and viewed in the context of a web client with an annotation sidebar plug in.  The Annotation Side Bar mediates requests to the Annotation Server.
Authentication:
Authentication is essential to the AnnoCryst Service Usage Model to allow collaborative discourse in a closed research project environment, where the academic value of the annotations may be greater than the object that they annotate. The AnnoCryst Service usage model is based on the UQ secure annotation server that makes use of a distributed authentication system that allows researchers from multiple Universities to participate in the same project.  
View Annotation

The amount of information that a user is able to view of an annotation depends on the security policy that is associated with the annotation. For an Annotation that was not created by the user, a user may be able to view

· A listing of the Annotations metadata
· The body of the annotation

· The access policy associated with the annotation

Annotations, and security policies from the annotation server are rendered by the annotation client. Security policies are returned as XACML policies, annotations are returned as Annotea RDF documents
Create/ Modify Annotations
· Create Annotation

· Reply to an Annotation

· Update Annotation

· Delete Annotation 
Annotations are created and modified according to the Annotea Protocol Standard. The Annotation Client is used to provide the interface to the details of the annotation, including semantic descriptions. In the case of 

Create/Modify Security Policy[4]
· Attach a new Security Policy to an annotation
· Add a new Security Policy to the repository

· Update Policy

· Get Policy by Creator ID

Browse Annotations
As the user browses to a new object on the web, or a new component of that object, the annotation sidebar calls upon the annotation server to bring back a list of annotations that refer to that object.
Only annotations for which the user has sufficient privileges to see are displayed

Browse functions 
· Browse all annotations for an object
· Browse all annotations for an object that meet filtered list criteria based on providence data such as creation date, author, or the language of the annotation. 


Search Annotations
Annotation searches requests include a combination of the following the following conditions
· Annotation body text contains

· Annotation title contains

· Creator is

· Resource URL is

· Annotation was created after

· Annotation was created before

· Annotation language is

Use of Semantic search functionality extends search capabilities beyond the information that is stored directly in the Annotation to statements stored in related documents such as the friend of a friend (FOAF) vocabulary, or other RDF  and OWL vocabulary files.[1]
Communicate Annotations:

· As an extension of Search functionality, annotation search results can be returned in the form of an RSS feed that users can subscribe to.
Harvest Annotations:
[to be completed]
· Receive Harvest request

· Return Harvest results

Structure & Organisation

Outline the services, data sources and choreography that underlie all the individual functionalities in the Service Usage Model. Describe how the functions are integrated at the service level as a whole system.
The main interaction in this Service Usage Model is between the annotation client and the uq annotation server. The exception to this is a request to view information about an annotation or related security policy. These requests are enforced by an internal XACML policy layer that users a shibboleth identity access model equivalent to that described in the Federated Identity and Access Management SUM. Further details of how shibboleth is used as part of the required infrastructure of the UQ annotation server can be found in [4]
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The role of the Annotation Client: Creating annotations for Crystallographic Models 

Whilst not strictly part of the service choreography, the interaction between the annotation client and the web browser is worth documenting here, as it provides the context for the use of the UQ secure annotation server. As an annotation is activated, the annotation client directs the browser to display the object that the annotation refers to, highlighting the component of the object that is the specific target of the annotation. In the case of the annotation of crystallographic models, the information that is sent to the browser is a url for a crystallographic structure, along with information on how to render the annotation via a customized jmol plug in. Further details on this interaction are available in [1].
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Communication between the annotation client and the browser is two way. A researcher may choose to create a new annotation after they have manipulated the crystallographic structure to a new point of view.  The Annotation client then needs to query the jmol plugin to obtain the new perspective information. 
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Additionally, when the researcher navigates to a new crystallographic structure, (or any other web document), the annotation client queries the annotation server for the list of annotations that correspond. Details of how individual users can customize this behavior can be found in [2]
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List of requests between the Annotation Client and the Annotation Server
The UQ Secure annotation primarily uses the Annotea protocol for creating, reading and updating annotations. The Annotea protocol is documented in [3], and a list of the available actions that the annotation client can initiate is provided below:

	Annotation protocols[4]
	

	
	

	1. Posting a new annotation
	http://www.w3.org/2001/Annotea/User/Protocol.html#PostingAnnot

	1. Posting a new annotation with an existing body
	http://www.w3.org/2001/Annotea/User/Protocol.html#PostAExt

	2. Posting a new annotation with a new body
	http://www.w3.org/2001/Annotea/User/Protocol.html#PostABody

	2. Querying an annotation service
	http://www.w3.org/2001/Annotea/User/Protocol.html#Querying

	3. Downloading an annotation or its body
	http://www.w3.org/2001/Annotea/User/Protocol.html#Downloading

	4. Updating an annotation
	http://www.w3.org/2001/Annotea/User/Protocol.html#Updating

	5. Deleting an annotation
	http://www.w3.org/2001/Annotea/User/Protocol.html#DeleteA

	
	

	Protocols for replies
	

	
	

	1. Posting a new reply
	http://www.w3.org/2001/Annotea/User/Protocol.html#PostingReply

	2. Querying an annotation service for replies
	http://www.w3.org/2001/Annotea/User/Protocol.html#QueryReplies

	3. Downloading a reply or its body
	http://www.w3.org/2001/Annotea/User/Protocol.html#LoadRBody

	4. Updating a reply
	http://www.w3.org/2001/Annotea/User/Protocol.html#UpdateR

	5. Deleting a reply
	http://www.w3.org/2001/Annotea/User/Protocol.html#DeleteR


Security Extensions for the UQ Secure Annotation Server

The Annotea protocol communicates annotations as rdf documents. To enable security, annotations to be stored in the UQ secure annotation server must also include the creator id and security policy url as additional elements in the rdf document. This is further documented in the data sources section of this document.
As documented in the functionality section of this document, the annotation client can also perform the following actions.

· Attach a new Security Policy to an annotation

· Add a new Security Policy to the repository

· Update Policy

· Get Policy by Creator ID

These actions are evoked by the annotation client, according to the following format:

(ask Jane)
Advanced/Semantic Annotation search Requests
To enable advance search requests, the UQ Secure annotation Server has implemented a Jena SQARQL API 
Requests to the Jena SQARQL API can be made by the annotation client according to the following format:

(ask Jane) 
Results that are returned to the client conform to the following standard:

(ask Jane)
Harvesting
[to be completed]

Applicable Standards [recommended]
List the standards that pertain to the functionality of the Service Usage Model as a whole; provide the name, version and citation link (to the JISC Standards Catalogue
 if possible). Note any conformance requirements and extensions.

Four key standards are used in this Service Usage Model

Annotea 
The Annotea standard is an RDF description of an annotation, along with associated protocols used to communicate annotations to an annotation server. The Annotea standard is extensible, and in the case of the UQ secure annotation server, has been extended to include information about the user id of the creator of the annotation, and reference to an XACML policy that describes the security policies associated with accessing the annotation.

XACML 
http://standards-catalogue.ukoln.ac.uk/index/XACML 
Shibboleth

http://standards-catalogue.ukoln.ac.uk/index/Shibboleth 
Eduperson
http://www.educause.edu/eduperson/ 
Design Decisions & Tradeoffs [optional]
Describe the decisions involved in designing the Service Usage Model. Limit the discussion to the design of the overall Service Usage Model; do not discuss internal details of the services or specific applications.

<type text here>

Implementation Guidance & Dependencies [optional]
Describe all anticipated issues that may affect the implementation of applications that use the Service Usage Model, such as the organisation, performance, behaviours, representations and policies.

<type text here>

Known Uses [optional]
List the known implementations or uses of the Service Usage Model by any applications or systems. List other Service Usage Models that incorporate, use or are dependent on this Service Usage Model.
<type text here>

Data Sources Used

Provide the names and descriptions of all data sources used in the Service Usage Model.
· Protein Data Bank
· Annotation documents
· XACML Policy documents

Related SUMs [optional]
List the names and versions of other Service Usage Models that are used within this Service Usage Model to build the functionality.
<type text here>

Services Used

List the names and versions of the Service Genres XOR Service Expressions that this Service Usage Model is based on.
<type text here>

CORE SUMs Used [recommended]
List the names and versions of all Commonly Recurring (CORE) SUMs that this Service Usage Model is based on.

· Federated Identity and Access service Usage Model
· PILIN identifier SUM
References

List references and bibliographic citations to works needed to understand the Service Usage Model.

· [1] Hunter, J, Henderson M, and Khan, I “Collaborative Annotation of 3D Crystallographic Models” in J. Chem. Inf. Model., 2007,  10.1021/ci700173y
· [2] User documentation for the secure annotation service: http://www.dart.edu.au/workpackages/aa/aa2userdocumentation.pdf 

· [3] Annotea Protocol: http://www.w3.org/2001/Annotea/User/Protocol.html 
· [4] I, Khan, R. Schroeter, and J. Hunter, "Implementing a Secure Annotation Service," in IPAW06, Chicago 2006. 
Glossary [optional]
List and define the domain-specific terms used in documenting the Service Usage Model.

<type text here>

 SHAPE  \* MERGEFORMAT 



This SUM is licensed under:

Creative Commons Attribution-NonCommercial-ShareAlike 2.5 licence
http://creativecommons.org/licenses/by-nc-sa/2.5/au/
Submitting the Service Usage Model Description 

For additional guidance in preparing the Service Usage Model description, refer to Guidelines for Submitting a Service Usage Model to the e-Framework
 and the technical definitions of the Service Usage Model Description Elements.
 For further assistance, contact the e-Framework editor at: editor@e-framework.org

Prior to submitting the description, please read the e-Framework Intellectual Property Rights statement.
 Also add your information to the copyright statements in the footer of this template. 

By submitting this document, you agree to contribute this document under the Creative Commons Attribution-NonCommercial-ShareAlike 2.5
 licence. 

When you have completed the Service Usage Model description, go to the Submit SUMs
 page at 
www.e-framework.org. Click on “Upload your submission” and follow the directions.

�  See definitions of the Service Usage Model Classification Scheme categories and their allowable choices at:�   � HYPERLINK "http://www.e-framework.org/Services/ServiceClassificationScheme/ClassificationSchemeForSUMs/tabid/817/Default.aspx" ��http://www.e-framework.org/Services/ServiceClassificationScheme/ClassificationSchemeForSUMs/tabid/817/Default.aspx�


�  Generic Service Usage Model Diagram: � HYPERLINK "http://www.e-framework.org/Default.aspx?tabid=760" ��http://www.e-framework.org/Default.aspx?tabid=760�


� � HYPERLINK "http://www.itee.uq.edu.au/~eresearch/projects/dart/outcomes/annotationserver.php" ��http://www.itee.uq.edu.au/~eresearch/projects/dart/outcomes/annotationserver.php� 


�  JISC Standards Catalogue:� HYPERLINK "%20http://standards-catalogue.ukoln.ac.uk/index/JISC_Standards_Catalogue" �� http://standards-catalogue.ukoln.ac.uk/index/JISC_Standards_Catalogue�


� Guidance for using this template:  � HYPERLINK "http://www.e-framework.org/SUMs/SubmitSUMs/tabid/715/Default.aspx" ��http://www.e-framework.org/SUMs/SubmitSUMs/tabid/715/Default.aspx�


� Service Usage Model Element Definitions:  �HYPERLINK "http://www.e-framework.org/Services/SUMs/SUMElements/tabid/745/Default.aspx"��http://www.e-framework.org/Services/SUM/SUMElements/tabid/745/Default.aspx�


� Intellectual Property Rights Statement:  � HYPERLINK "http://www.e-framework.org/About/Policies/tabid/611/Default.aspx" ��http://www.e-framework.org/About/Policies/tabid/611/Default.aspx�


� Creative Commons:  � HYPERLINK "http://creativecommons.org/licenses/by-nc-sa/2.5/au/" ��http://creativecommons.org/licenses/by-nc-sa/2.5/au/�


� Submit Service Usage Model template:  � HYPERLINK "http://www.e-framework.org/SUMs/SubmitSUMs/tabid/715/Default.aspx" ��http://www.e-framework.org/SUMs/SubmitSUMs/tabid/715/Default.aspx�
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